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1.0 EXECUTIVE SUMMARY

1.2 Capabilities Overview

The Software Engineering and MANPRINT Branch of the Systems Performance and Assessment Division of the Materiel Test Directorate (MTD) at White Sands Missile Range (WSMR), NM has extensive experience in Test and Evaluation (T&E) of software embedded in weapon systems and T&E of the human factors and safety aspects of weapon systems.  These systems range in complexity from hand-held calculators to sophisticated weapon systems in various phases of the acquisition cycle.  The Software Engineering and Manpower and Personnel Integration (MANPRINT) Branch (MT-OE) was the lead agency in the Developmental Test Command (DTC) for developing the Test Operations Procedure (TOP), Software Performance Testing, TOP 1-1-056, and the International TOP (ITOP), Safety Critical Software Testing, ITOP 1-1-057.   The branch also participated in the Software Test and Evaluation Panel (STEP) in the development of the Army's software T&E metrics.

a. The requirements-oriented test methodology utilized to accomplish software T&E is documented in DTC TOP 1-1-056. It is also applied in the accomplishment of Software Safety Assessment and Software Independent Verification and Validation (IV&V). Software safety issues are addressed to support DTC safety releases and safety confirmations or as an independent software safety assessment in support of the project. Support is also provided to the independent evaluators and the program managers in assessing the adequacy of system software for milestone decision reviews.
b.  Support for MANPRINT includes human factors assessment, health hazard assessment, and system safety assessment, as well as generation of recommendations for DTC safety releases and safety confirmations.
c. System administration support is provided for the Army Data Acquisition Computer System (ADACS) at WSMR.  The ADACS provides an automated support system for the processing of Test Incident Reports (TIRs).  The ADACS is interfaced with the Army Test Incident Reporting System (ATIRS).  The ATIRS provides a common database of test incident information and essential information to the testing community for decision making. 
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1.3 
1.4 Resources Overview

MT-OE has supported the evaluation of software intensive systems to include: Theater High Altitude Area Defense (THAAD), National Missile Defense-Ground Based Radar-Prototype (NMD-GBR-P), Patriot, Hawk, United States Marine Corps (USMC) Tactical Missile Defense (TMD), Joint Tactical Ground Station (JTAGS), Multiple Launch Rocket System (MLRS), Army Tactical Missile System (ATACMS), Fire Direction Data Manager (FDDM), Integrated Meteorological System (IMETS), and Improved Mortar Ballistic Computer (IMBC).  The support varied depending upon what was required.  For example, MT-OE was the software IV&V agent for a variety of MLRS programs and the FDDM system, the technical tester for JTAGS, and supported software safety assessment for THAAD.  MT-OE also provided recommendations for safety releases and  safety confirmations for most of the weapon systems listed above, as well as human factors engineering and system safety test reports.

a. The staff consists of highly-skilled engineers, mathematicians, operations research analysts, physicists and engineering psychologists and has an average of 25 man-years experience in weapon systems T&E. MT-OE can readily increase its level of effort through its engineering and analysis contract to supply specialty skills and support requirement surges.

b. The Simulation Analysis and Data System (SANDS) Computer Facility is available to support Software T&E, Software Safety Assessment, Software IV&V, live fire testing and software simulation.  The SANDS Computer Facility can support data collection, data reduction, automated analysis and reporting, and data management.  It supports a variety of automated software test tools.
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2.0 CAPABILITiES OVERVIEW

2.2 Software Engineering  

The Software Engineering and MANPRINT Branch has extensive experience in test and analysis of systems containing mission critical system software.  The systems include THAAD, NMD-GBR-P, Patriot, Hawk, MLRS, Army TACMS, IMETS, and others.  Of significance, MT-OE has been the Software IV&V agent for the MLRS Project Office for a variety of MLRS programs and the FDDM program.  This support was initiated in 1985 and continues today.  We have also supported assessment of software T&E metrics, defined in Appendix A, for developmental and customer testing at WSMR. In these programs, the software analysts have become recognized technical experts by the Program Manager's Office and development contractor, and have made positive contributions through the combination of our 'team player' attitude and applications of the requirements-oriented software methodology.

The requirements-oriented software assessment methodology that is utilized to accomplish software test and evaluation is documented in DTC TOP 1-1-056.  It is targeted at the system performance level.  The approach is focused on the software requirements and is deliberately not focused towards a further debugging of the contractor's computer code.  Key elements of this approach consider allocation of system requirements to software, assessment of software performance, and assessment of the impact of software performance on overall system performance.  In order to assure that these assessments are based on comprehensive testing of all software requirements, an extent of test metric is utilized to measure completeness of testing.  Application of this procedure provides pre-test assessment of projected test coverage.  This assessment supports pre-test planning to assure a comprehensive test design.  Post-test assessment provides actual test coverage achieved.  In addition to being a metric itself, extent of test is also a key element in the system assessment in that it provides a confidence indicator for the overall performance achieved.  The overall extent of test, software change history, software maturity, and performance assessment provide data to assess the impact of software on system performance.  Results of test analyses are used to prepare test-by-test reports, software problem reports, test incident reports, and overall performance assessment reports.  

The methodology to accomplish software safety assessment is documented in ITOP 1-1-057.  The ITOP describes a systematic approach to safety-critical software testing and assessment as an integral part of an overall system safety program.  The objective is to ensure that the software design takes positive measures to enhance system safety and that software errors which could reduce system safety have been eliminated or controlled to an acceptable level or risk.  The ITOP describes the activities necessary to ensure that safety is designed into software that is acquired or developed and that safety is maintained throughout the software life cycle.  The ITOP provides uniform procedures for developing and implementing a safety-critical software test methodology of sufficient comprehensiveness to identify the software caused hazards of a system and to impose design requirements and management controls to prevent mishaps.  The goal is to eliminate software caused hazards or reduce the associated risk to a level acceptable to the managing activity.

The software IV&V process is a critical element in software development.  It provides for an independent appraisal of the status of software development activities throughout the development cycle and an increased confidence that a quality software product will be obtained by identifying and resolving problems early in the development cycle.  The activities for accomplishing software IV&V are listed below.  The activities are described in detail in Appendix B.

a. Evaluation of Documentation

b. Evaluation of Development Reviews

c. Analysis of Software Requirements

d. Evaluation of Software Design

e. Evaluation of Development and Developer Tests

f. Independent Validation Testing

g. V&V Support of System Integration and Test

h. V&V Support of Audits

i. Independent Evaluation of Configuration Management and Quality Assurance Programs

The Software Evaluation capability provides for evaluation of mission critical system software.  Support is provided for independent software evaluations for the developmental test (DT), operational test (OT), and/or field experimentation, as requested.  MT-OE provides software engineering and analysis support to address the extent to which the software development process and resulting software products support the overall system performance.  Support is provided in accordance with ATEC PAM 73-1, System Test and Evaluation Procedures.  Continuous software evaluation support is provided by accomplishing early, more detailed, and continuing test and evaluation planning, execution, reporting, and sharing of data.  Specific areas of support include, but are not limited to, the following:

a.  Participate in the ATEC System Team (formerly known as the Test Integration Working Group), Working Level In Process Teams (WIPTs), In- Process Reviews (IPRs), Army Systems Acquisition Review Council (ASARC), etc., as appropriate.  

 b.  Participate in the development of the Test and Evaluation Master Plan (TEMP), Software Evaluation Plan (SEP), Event Design Plan (EDP), Independent Evaluation Brief (IEB), System Evaluation Report (SER), System Assessment (SA), System Analysis Report (SAR), etc.  Support will also be provided in the development of these documents, if created separately, for the Life Fire Test and Evaluation (LFT&E) program.
c.  Participate in the detailed test planning, test execution, test monitoring and analysis, and test reporting activities performed by the Developmental Test Command (DTC) and Operational Test Command (OTC), as required.
d.  Participate in formal briefings to support Milestone Decision Reviews, as appropriate.
The methodologies and approaches utilized to accomplish software T&E, software safety assessment, software IV&V, and software evaluation provide data to support the specific software metrics defined in DA PAM 73-7, Software Test and Evaluation Guidelines.  There is a set of 12 software metrics, defined in DA PAM 73-7, Chapter 10, which serve as measures and indicators that critical technical characteristics and operational issues of both software and the integrated system have been achieved.  The metrics fall into the three general categories of management, requirements, and quality.  Management metrics deal with contracting, programmatic and overall management issues.  Requirement metrics pertain to the specification, translation, and volatility of requirements.  Quality metrics deal with testing and other software technical characteristics.  The specific metrics and the objectives of each metric are provided in Appendix A.

Methodology investigations have been performed to improve software test and analysis, software engineering, and test automation.


Sophisticated software applications can be developed and maintained for automated analysis processing of system specific data, including field test data and simulations, to support software performance assessments.  Other services can be provided such as software development, office automation, technical editing, word processing, and data entry.
A special staff of engineers, mathematicians, operations research analysts, and physicists are available and have an average of 25 man-years experience in weapon systems T&E. They are highly skilled in the application of the methodology and analytical techniques used for the assessment of software embedded in weapon systems.  MT-OE can readily increase its level of effort to support specialty skills and support requirement surges through its engineering and analysis contractor.
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2.3 MANPRINT
The MANPRINT contingent of the Software Engineering and MANPRINT Branch performs test and evaluation of the MANPRINT subject areas of human factors engineering, health hazards, and system safety.  In addition to providing test reports in these three subject areas, the MANPRINT personnel prepare recommendations for safety releases and safety confirmations.
a.  The test and evaluation of human factors engineering by MANPRINT personnel evaluates conformance to MIL-STD-1472, and addresses the following areas:

1. Controls and displays

2. Workspace 

3. Anthropometrics (accommodation of the 5th and 95th percentile size range of soldiers by the Army system under test)

4. Force and torque requirements for operating or lifting equipment items

5. Lighting levels

6. Temperature, humidity, and ventilation levels

7. Communications intelligibility 

8. Labels and markings

9. Technical manuals

10.   Soldier-computer interface

11.   New equipment training adequacy

b.  The test and evaluation of health hazards by the MANPRINT personnel addresses such areas as:

1. Impulse noise levels and steady state noise levels (analyzed with respect to the limits specified in MIL-STD-1474).

2. Toxic gas levels (analyzed with respect to the limits specified by OSHA).

3. Heat stress levels (analyzed with respect to the limits specified in TB-MED-507).

c.  The test and evaluation of system safety by the MANPRINT personnel evaluates conformance to MIL-STD-882 and MIL-STD-454, and addresses such areas as electrical hazards, mechanical hazards, and fire and explosive hazards.

d. The safety release is a formal document issued by DTC to the technical or operational tester before any hands-on use or maintenance of the test item by user troops.
e. The safety confirmation is prepared by DTC at the end of each phase of the acquisition process.  The safety confirmation will:
1. Indicate whether the system is completely safe for operation and maintenance or identify hazards that are not adequately controlled using MIL-STD-882 for classification of the hazards.
2. List any technical or operational limitations or precautions.
3. Highlight any safety problems that require further investigation.
           A special staff of engineering psychologists are available and have an average of 20 man-years of experience in weapon system T&E and in the evaluation of human factors, health hazards, and system safety aspects of weapon systems.    
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2.4 Simulation Analysis and Data System Computer Facility

The SANDS Computer Facility provides for complete systems and software performance assessment, test planning and reporting support including system data collection, data reduction, automated analysis and reporting, and data management.  Data sources include live fire and software simulation and test.   A variety of data is reduced and analyzed including telemetry, radar, seeker, C4I, and system message traffic.  The SANDS Computer Facility has the capability to provide timely and accurate quick-look, interim, and final reports which include reduced tabular data, video segments, video stills, images, charts/graphs, and performance assessments with respect to system and software specifications.  Performance assessments are achieved by integrating multiple data sources.  Reporting media includes electronic transfer, video, 4 and 8mm tape, floppy, zip, and CD.  The Network Encryption System (NES) provides secure report and data electronic transfer.  The SANDS Computer Facility also provides a customer work area with multiple workstations.  The data management area has the capability to receive, send, and store all types of and formats of system data with classifications up to and including secret.

The SANDS Computer Facility contains Silicon Graphics (Onyx2 RE rack and Indigos), HP JS2000/9000, and Intel computer systems with associated networking (100 Mb Ethernet), encryption distribution using Motorola NESs, and necessary video I/O devices to produce reports and presentations on multimedia.  RAID tape backup, and optical storage solutions are available.  Automation support is provided through large scale Oracle relational databases, Requirements Traceability Manager, PV Wave visual analysis tools, and custom software development under the Unix operating system.  The SANDS Computer Facility can be utilized full time and can be staffed for extended workday periods.
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2.5 Army Data Acquisition Computer System

The ADACS provides a standard collection system at WSMR, and each DTC test center, for the management of test incident information.  It was originally developed at WSMR and adopted as the DTC wide standard in April 1984.  The ADACS is connected to the ATIRS at Aberdeen Proving Ground, Maryland.  The TIRs prepared by both DTC and the Operational Test Command (OTC) are reported through the ATIRS.  The ATIRS provides an Army standard method of electronically exchanging, storing, processing, and reporting data on results of testing, their corrective actions, and other test-related information.  ATIRS is used for the storage of all test incidents, corrective actions and closure information.
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4.0 EXPERIENCE

4.2 THAAD

Independent software safety assessment support for THAAD weapon system software has been provided since August 1993. The independent software assessment was conducted to determine the extent of safety-critical software testing required and to assess the provisions, within the software, to mitigate the hazards inherent within the functions of the system.   

Specific tasks performed included participation in test community meetings, documentation review, analysis of existing safety requirements, independent identification of safety requirements, test condition development, test analysis plan preparation, test monitoring and analysis, and test reporting.   Support was provided for the Demonstration and Validation (DEM/VAL) phase of testing and planning for the Engineering and Manufacturing Development (EMD) phase.  The methodology to accomplish software safety assessment is documented in ITOP 1-1-057.  The specific activities to accomplish software safety assessment are described in Appendix C.  
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4.3 NMD-GBR-P

Independent software safety assessment was provided for the NMD-GBR-P Project Office.  The independent software assessment was conducted to determine the extent of safety-critical software testing performed and to assess the provisions, within the software, to mitigate the hazards inherent within the functions of the system.   

a. Safety-critical software testing was monitored at the Raytheon Facility in Bedford, MA, the Advanced Research Center in Huntsville, AL, and at Kwajalein.

b. A final test report was prepared which addressed document analysis, hazard analysis, scenario development, legacy requirements analysis, grating lobe analysis, test monitoring, hazard tracking system, safety-critical software requirements matrix, and configuration control/management activities.
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4.4 PATRIOT

Software test and analysis support has been provided on a continuous basis since 1977.  A comprehensive assessment of the operational software was provided for developmental tests of the original Patriot system.  Support continued into post deployment and subsequent programs, i.e., the Patriot Advanced Capabilities (PAC) programs. Specific activities included the development of formal test plans and reports, monitoring of contractor and government testing at off-site and WSMR test sites, assessment of software performance, preparation of Software Problem Reports and Test Incident Reports, participation in Joint Analysis Teams, and participation in test community technical and management reviews. Software support is currently provided for PAC-2 and PAC-3 test programs, which includes Post-Deployment Build-3 (PDB-3), PDB-4, and PDB-5 software, for Patriot Project Office customer testing, conducted at WSMR.  Software data analysis support addresses proper software performance, as well as thorough system level integration of the tactical software, during each phase of Patriot testing.
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4.5 MLRS

Software IV&V has been performed for the MLRS Project Office since 1986.  The specific activities supported are described in Appendix B.  Tasking for the IV&V support evolved from a special software study for the MLRS Fire Control System (FCS) in 1985.  A summary of the initial support dates and the projects supported are provided as follows:

a. 1985:  Special Software Study for MRLS FCS

b. 1986:  IV&V Support for MLRS FCS/Improved Electronics Unit and TGW Missile Software

c. 1986:  IV&V Support for Fire Direction Data Manager Software

d. 1993:  IV&V Support for MLRS Improved FCS and Extended Range Rocket Software

e. 1996:  IV&V Support for MLRS Improved Mechanical System Software

f. 1999:  IV&V Support for the Guided MLRS

g. 2000:  IV&V Support for the HIMARS
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4.6 Other Programs

Test and evaluation support for the assessment of mission system software and safety-critical software has been provided for a variety of other systems, to include Hawk, USMC TMD, JTAGS, Army TACMS, IMETS, IMBC, and others.  This support included both technical and customer testing.  Detailed test plans and reports were developed to address the software specification requirements and to provide input to system safety releases and confirmations, IPRs, and decision reviews.  The following support was provided in determining that the software adequately met performance requirements:

a. Reviewed system and software documentation for adequacy, accuracy, and completeness.

b. Identified system and software test requirements and ensured that all-necessary test conditions for analysis and evaluation of these requirements were identified.  Further, ensured that planned contractor and/or government test coverage was adequate to provide data to support the analysis process (Note: This also ensured that over testing was avoided).  A real value to the Project Manager's Office was the tester's independent assessment of the comprehensiveness of the contractor's test program.  This gave the Project Manager's Office and the contractor an opportunity to incorporate necessary additional tests into their test program prior to the government phase, thus increasing the likelihood for success and reducing the opportunity for problems.
c. Assisted in identification of data collection and reduction requirements in support of testing.
d. Performed analysis to determine the degree to which the software met performance requirements and the degree to which the software was tested (extent of test).
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4.7 MANPRINT

The MANPRINT contingent of the Software Engineering and MANPRINT Branch has performed evaluations, over the last 20 years, of the human factors and system safety aspects of a large variety of systems, including Patriot, THAAD, Hawk, Stinger, Chaparral, MLRS, Army TACMS, AFATDS, ADATS, JTAGS, IMBC, IMETS, and others.
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Appendix A

software Metrics

In order to assess overall system performance and measure software maturity, results and progress of the software development process and testing are measured and analyzed using the 12 Army Software Metrics from Department of Army (DA) Pamphlet (PAM) 73-7.  The metrics are divided into the three categories of Management Metrics, Requirements Metrics, and Quality Metrics.  An overview of the metrics is provided below.  Metrics may be developed, collected, and used by many organizations, i.e., developers, evaluators, software engineers, testers, independent verification and validation (IV&V), etc.

a.  Management Metrics - Measure program management resources.  Deals with contracting, programmatic and overall management issues.

1. COST - Tracks software expenditures ($ spent vs. $ allocated).  [Limited to local level test expenditures.  Higher level expenditures require Program Manager (PM) level authorization.]

2. SCHEDULE - Tracks progress vs. schedule (event/deliverable progress).  [Limited to test schedules.]

3. COMPUTER RESOURCE UTILIZATION - Tracks planned vs. actual size (% resource capacity utilized).

4. SOFTWARE ENGINEERING ENVIRONMENT - Rates developer resources and software development process maturity. [IV&V function]

b.  Requirements Metrics - Measure the quality of software requirements definition (specification and translation) and the level of change to these requirements.

1. REQUIREMENTS TRACEABILITY - Tracks requirements down to code and test cases (% requirements traced to design, code, and test).  [This evaluation is limited to requirements traced from system requirements to software requirements to test procedure and back in both directions.  Tracing to the design and code is an IV&V function.]

2. REQUIREMENTS STABILITY - Tracks changes to requirements (user/developer requirements changes and effects).

c.  Quality Metrics - Measure the degree to which the software possesses a desired combination of attributes.  Addresses testing and other technical characteristics of software products.

1. DESIGN STABILITY - Tracks design changes and effects (changes to design, % design completion.) [IV&V function]

2. COMPLEXITY - Assesses code quality. [Requires the proper tools and access to the code]

3. BREADTH OF TESTING - Tracks testing of requirements (# requirements passed/total # requirements).

4. DEPTH OF TESTING - Tracks testing of code (degree of testing). [IV&V function]

5. FAULT PROFILES - Tracks open vs. closed anomalies (total faults, total number of faults resolved, and the amount of time faults are open).

6. RELIABILITY - Monitors potential downtime (software’s contribution to mission failure).
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Appendix B

Independent Verification and Validation (IV&V) PLAN

The objectives of IV&V are to provide an independent appraisal of the status of the software development cycle and to increase confidence that a quality software product will be obtained by identifying and resolving problems early in the development cycle.  Each of the IV&V activities is summarized in the following table, and further described in the paragraphs following the table:

Table B-1 Summary Of IV&V Activities
Requirements Phase
Analysis for completeness, correctness, consistency and testability.

Design Phase
Evaluation for requirements traceability, correctness of logic and conformance with design standards and requirements.

Code Development Phase
Evaluation of requirements traceability, evaluation of correct implementation of design, evaluation of code logic structure, generation of unit test cases, evaluation for conformance to coding standards and conventions as defined in the Software Development Plan (SDP).

Unit Testing Phase
Evaluation of unit test philosophy and results, evaluation of test documentation when unit test is being used to validate requirements.

Integration Testing Phase
Evaluation of integration test philosophy and results, evaluation of test documentation when integration test is being used to validate requirements.

Formal Qualification Phase
Formal Qualification Test Plans and Procedures will be evaluated to determine traceability to requirements as documented in the Software Requirements Specifications; Test Procedures will be evaluated to determine the extent to which they adequately test the requirements.

Functional Configuration Audit (FCA) System Milestone
IV&V personnel will participate in the Functional Configuration Audit (FCA) to evaluate all test records of software requirements validation to allow the issuance of the software suitability statement.

B1.1 Evaluation of Documentation

An evaluation of the system and software documentation will be performed to assess adequacy, accuracy, clarity, completeness, and consistency.  Analysis of the documentation will be with respect to criteria that are based on appropriate standards, the development and management plans, and any applicable Project Manager’s Office (PMO) directives.  Recommendations for improvements to the documentation will be made.

B1.2 Evaluation of Development Reviews

A comprehensive evaluation of each major program review is an essential part of the IV&V goal of minimizing development risks.  These major reviews provide the Government with a means of evaluating progress at each critical stage of development.  The evaluation must be both thorough and timely if critical development problems are to be identified and resolved in an effective manner.  Major development reviews for software consist of Preliminary Design Reviews (PDRs) and Critical Design Reviews (CDRs).  In addition to major reviews, there may also be In-Process Reviews (IPRs) in which the developer presents the status of critical development areas and addresses the resolution of major action items.  These IPRs are not major project review milestones and will not, in general, require as intensive an evaluation effort as major reviews.  However, the thorough evaluation and analysis of IPR data is an important part of the IV&V process in that it is a valuable source of preliminary data and allows early assessment of development status.  In support of this task, Materiel Test Directorate (MTD) analysts from the Software Engineering and MANPRINT Branch (MT-OE) will participate in development reviews as they occur and provide the PMO with an evaluation of the development reviews.

B1.3 Analysis of Software Requirements

An analysis of software requirements will be performed in two parts: Functional Flow Requirements Analysis and Requirements Traceability Analysis.

B1.3.1 Functional Flow Requirements Analysis.  An in-depth review of the software requirements will be performed to identify ambiguous, inconsistent, or incomplete requirements.  This will be accomplished by performing a requirements-level functional flow analysis.  Flow diagrams or equivalent flow documentation generated by the developer will be reviewed and evaluated for accuracy and consistency with the specification test.  However, if an acceptable set of diagrams is not available, MT-OE analysts will construct flow diagrams using the requirement specifications.

B1.3.2 Requirements Traceability Analysis.  The objective of requirement analysis is to ensure that all requirements have their basis in the highest-level specification and that only those requirements are implemented in the delivered software.  Through the identification of each requirement in the parent specification and the subsequent mapping of these requirements down through each lower-level development phase, the completeness status of the software will be assessed.  Each requirements specification will be reviewed and requirements list developed.  Beginning with this initial list, each entry in a lower-level list will be related to its predecessor.  In this manner, a mapping will be made from the system specification to the subsystem specification to the software specification.  Results of the traceability analysis which indicate material omitted from the requirements, extraneous material, inconsistencies with the subsystem specification, unspecified test requirements, or requirements that are simply incomplete will be documented.

B1.4 Evaluation of Software Design

An analysis will be performed to verify that the design requirements are included in the detailed design and that no extraneous processing functions are incorporated into the design.  Also, where algorithm equations are specified in the requirement specification, the design analysis will determine whether the implementation selected by the designer satisfies the established requirements.  The IV&V effort will also perform evaluations of the following resources:

a. storage (i.e., sizing)

b. processing (i.e., timing)

c. input/output requirements

B1.5 Evaluation of Development and Developer Tests

An analysis will be conducted to assess the degree to which the software operates according to the design.  In support of this, the following activities will be performed:

a. Review of selected test procedures

b. Inspection of selected code
c. Review of unit development folders

d. Review of unit testing

e. Review of integration tests

B1.6 Independent Validation Testing

The key to software development is the software requirements.  Requirements must be the driving force not only for design and coding but also for testing and demonstration.  Therefore, this IV&V approach is oriented at the software requirements.  The following activities will be performed to support the Independent Validation Testing.

B1.6.1 Requirements Identification.  The software requirements, i.e., the technical capabilities that the software is required to provide, will be identified by review and analysis of system and software documentation.  Included will be system specifications, software requirements specifications, and interface specifications.  The software requirements will form the basis, or the test-to-baseline, for other tasks in the independent validation testing.

B1.6.2 Test Condition Development.  Test conditions will be identified for each software requirement.  These will represent the different conditions in which the software is required to operate and will be used to identify test cases required to assess software performance.  Test cases will be described in terms of system environment and scenario events, which must be present to demonstrate the required capability.

B1.6.3 Test Coverage Mapping.  Test coverage assessment will be performed.  This assessment will assure that opportunity exists during planned contractor and/or government testing to assess software requirements under specified test conditions.  For software requirements identified as not having adequate test coverage, recommended changes to planned tests will be identified or additional test scenarios will be developed.  The test coverage mapping will be used to select tests for test monitoring and analysis.

B1.6.4 Data Collection/Data Reduction Identification.  Data collection and reduction requirements to support the software assessment will be identified.  If existing built-in data collection is not sufficient to support required analysis, more detailed test conditions and test scenarios may be required.  Such scenarios will provide for direct observation or inference of software performance.

B1.6.5 Analysis Plan Development.  Based on the software requirements, test conditions, and data collection, detailed analysis plans will be developed.  Analysis plans will identify a detailed procedure for analyzing the data to determine if the requirement was met. 

B1.6.6 Test Monitoring and Analysis.  For tests selected for test monitoring and analysis, test results will be obtained through observation during test monitoring, through analysis of data collected during test execution, and through review and analysis of contractor test reports.  Dynamic execution of the software during various tests will provide data to demonstrate the extent to which software requirements (criteria) have, in fact, been implemented.  Data from planned tests will be analyzed on a test-by-test basis to determine performance with respect to software criteria.  Test analysis results for each software test condition will include both a completeness of testing and performance assessment.

B1.6.6.1 Completeness of Testing.  There could be several expected results from the execution of a test condition.  Completeness of testing for each test condition will be determined based on the following:

a. C - Complete indicates that data were available to assess all of the expected results.

b. P - Partial indicates that data were not available to assess all of the expected results.  Certain system configurations, or test deviations, may not allow for all expected results to be produced.  Also, limited data collection may reduce the availability of data necessary to assess all of the expected results.

c. NT - Not tested indicates that data were not available to assess any of the expected results.

B1.6.6.2 Performance Assessment. Performance assessment addresses compliance with software requirement specifications and will be determined as follows:

a. P - Passed indicates that the software criterion was successfully demonstrated for that test condition.

b. F - Failed indicates that the software criterion was not successfully demonstrated for that test condition; a SPR will be written to document the failure(s).

B1.6.7 Software Assessment. A cumulative extent of test (EOT) and performance assessment will be determined for each software criterion and will be based on an accumulation of results at the test condition level.  Criteria compliance will be determined based on its cumulative EOT and performance assessment.

B1.6.7.1 Extent of Test. EOT indicates the degree to which each software test criterion has been tested and provides a confidence measure of overall performance assessment.  The EOT for each software criterion falls into one of four levels:

a. NT - Not tested indicates that no capability has been demonstrated for that requirement.

b. L - Limited testing indicates that performance for that software requirement has been demonstrated under at least one set of conditions; the performance is projected as representative for only those conditions.

c. E - Exercised indicates that performance for that software requirement has been demonstrated under a variety of test conditions; the performance is projected as representative for other similar conditions.

d. S - Stressed indicates that performance for that software requirement has been demonstrated under a variety of test conditions; the performance is projected as representative for all conditions.

B1.6.7.2 Performance Assessment. The performance assessment is a measure of the success for each software test criterion.  The following measures will be used for performance:

a. Met - Indicates that the software criterion was successfully demonstrated ( i.  e., performance rated as "passed" for all test conditions demonstrated for that criterion).

b. Partially Met - Indicates that the software criterion was not successfully demonstrated under all test conditions (i.e., performance rated as "failed" for at least one, but not all, of the test conditions demonstrated for that criterion).

c. Not Met - Indicates that the software criterion failed to be demonstrated under any test condition (i. e., performance rated as " failed" for all test conditions demonstrated for that criterion).

B1.6.7.3 Criteria Compliance. Criteria compliance will be determined for each software criterion based on its cumulative EOT and performance assessment.  Compliance will be determined as follows:

Table B-2 EOT
Criterion

EOT
Criterion

Performance
Criterion

Compliance

S
M
Met

E
M
Met

S
PM
Partially  Met

E
PM
Partially  Met

L
M
Partially Met

L
PM
Partially  Met

S
NM
Not Met

E
NM
Not Met

L
NM
Not Met

NT
N/A
Not Tested

B1.6.8 Test Reporting.  The results of software analysis will be provided on a test by test basis.  Additionally, an overall software assessment report will be prepared at the completion of all testing.  The results will provide an assessment of the requirements that are met, partially met, and not met accompanied by extent of test.  Software Trouble Reports will be prepared for all software anomalies identified during test monitoring or test analysis.

B1.7 IV&V Support of System Integration and Test

In support of the IV&V function, MTD analysts will support integration and test as appropriate.

B1.8 IV&V Support of Audits

IV&V will be responsible for auditing the contractor's software development program plan.  The initial audit is usually scheduled to coincide with the Preliminary Design Review (PDR).  Additional audits are scheduled based upon the contractor's performance. 

B1.8.1 Functional Configuration Audit (FCA).  The objective of the FCA is to verify that the software' s actual performance complies with its Development Specification.  Test data will be reviewed to verify the item performed as required by its functional and allocated configuration identification.

B1.8.2 Physical Configuration Audit (PCA).  The PCA is the formal examination of the as-built version of a configuration item against its technical documentation in order to establish the product baseline.

B1.9 Independent Evaluation of Configuration Management (CM) and Quality Assurance (QA) Programs

B1.9.1 Independent Evaluation of CM Programs.  The adequacy of the developer's configuration management, library controls, and transition planning during development has a major impact on cost and schedule integrity.  The structure for configuration management will be examined to ensure efficient Configuration Control Board operations, baseline procedures, change processing, configuration accounting, and traceability of design baseline and approved changes.

B1.9.2 Independent Evaluation of QA Programs.  Effective Quality Assurance (QA) programs applied throughout the development cycle are essential to the successful development of reliable, usable systems.  Therefore, evaluation of QA programs and assessment of their implementation is a significant IV&V activity.  The IV&V activities include in-depth analyses, reviews, and audits of QA plans, implementation, and results.  The evaluation of QA program implementation consists of three parts

a. A review of implementation plans, procedures, reports

b. Documented audits

c. Review of quality data.

A Software Quality Program will be planned and implemented by the contractor.  IV&V agents will review the software quality program to ensure that it meets the program needs and correctly implements the requirements of the standard specified in the contract.

B1.10 Software Metrics.

Software metrics, as specified by DA PAM 73-7, will be used to determine contractor performance and assess the timeliness of SQA audits and IV&V product evaluations.  When the metrics data conflict with official program schedules, the project office will be informed of IV&V's assessment of the potential risk. 
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APPENDIX C

  TASKS TO ACCOMPLISH SOFTWARE SAFETY
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The approach that the Software Engineering and MANPRINT Branch (MT-OE) uses to accomplish the software safety assessment is integrated into the software process as shown in Figure C-1.  The approach is divided into five phases:  Requirements Phase Support, Design Phase Support, Test Phase Support, DTC Assessment Support, and Continuous SSWG Support.  These phases and supporting activities are shown in Figure C-1 and are described in the paragraphs following the figure.

Figure C-1 Software Process Flow

a. Document Review.  MT-OE conducts a thorough review of system specifications, software specifications, and interface specifications to obtain an understanding of the user's needs, the system concept of operation, the system performance characteristics, and the system interface requirements.

b. Requirements Analysis. MT-OE participates in System Requirements Reviews (SRRs) and Software Specification Reviews (SSRs) to provide technical support during the requirements definition phase of the software development effort to identify potential safety hazards and safety-related requirements.  The approved System Hazard Analysis will be used as a baseline for identifying safety-related hazards and requirements.  Requirements will be assessed according to the software control and hazard categories described in MIL-STD-882B & C, System Safety Program Requirements, 30 March 1984 and 19 January 1993.  MT-OE addresses the analysis of software requirements utilizing functional flow requirements analysis and safety critical requirements traceability analysis criteria, described below.

c. Updates Based on Changes. Changes are analyzed to determine what, if any, additions, deletions, or modifications are necessary for the software requirements.  Software changes made during software or system tests are analyzed to determine the validity of the changes with respect to software requirements, the impact or potential impact of the changes on software safety, and the impact of the changes on the validity or utility of test results.  Due to the number of changes made, it may not be feasible to assess every individual software change.  In that case, software changes are assessed and tested according to the following priorities:

1. Changes that affect or change software test requirements.

2. Changes that make regression testing necessary.

3. Changes that correct coding errors in the software.

d. Analysis Diagrams.  MT-OE performs a requirements-level function flow analysis via flow diagrams generated from the requirements specifications.  The diagrams are constructed via a hierarchical methodology in which the higher-level requirements are represented in a top-level flow diagram with the lower-level requirements being represented in more detailed diagrams evolving from the higher-level diagrams.  Flow diagrams or equivalent flow documentation generated by the developer are reviewed and evaluated for accuracy and consistency with the specification text.

e.  Safety Requirements Identification. The safety-critical software requirements are identified as the technical capabilities of the software that prevent a potential hazardous condition, minimize the risk created by human error in the operation of the system, and/or notify the operator of the potential hazardous condition.   Review and analysis of system and software documentation are conducted in order to identify safety-critical requirements.  Included are system or Prime Item Development Specifications, Software Requirement Specifications, Interface Specifications, and developer hazard analysis reports.   The safety-critical software requirements form a basis for the other tasks in the test activity.
f. Requirements Traceability.  MT-OE performs a detailed review of the contractor's requirements traceability from the system specification to the software specification.  This ensures that all safety-critical requirements have their basis in the highest-level specification and that those requirements are implemented in the delivered software.  Through the identification of each requirement in the parent specification and the subsequent mapping of these requirements down through each lower-level development phase, the completeness status of the safety critical software will be accurately assessed.  Each applicable specification, such as the System Segment Specification (SSS), Software Requirements Specification (SRS), Interface Requirements Specification (IRS), Preliminary Hazard Analysis (PHA), and Safety Assessment Report (SAR), are reviewed, and a safety-critical requirements list developed.  The system specifications are mapped to the subsystem specification and to the software specification.  Results of the traceability analysis, which indicate omitted or inappropriate material are documented. This effort is automated as much as possible utilizing the Requirements Traceability Manager (RTM) software tool.
g. Test Condition Development.  Based on the detailed analyses of the safety-critical software requirements, MT-OE identifies test conditions for each requirement.  These represent the different conditions in which the system and/or software are required to operate and are used to identify test cases required to assess software performance.  Test cases will be described in terms of system environment and scenario events, which must be present to demonstrate the required capability.
h. Test Analysis Plan Preparation.  Detailed analysis plans defining input conditions, data collection, and expected results are developed based on the safety-critical software requirements.  Analysis plans identify a detailed procedure for analyzing the data to determine if the requirement was met.   
i. Test Coverage Mapping.  Test coverage mapping is used to show the projected test coverage at both the requirement and test condition level.  MT-OE determines whether the test condition will exist during planned tests and whether the data collected during the tests, allow for assessment of the analysis parameters listed in the analysis plan.  Coverage of each of the test conditions is determined as follows:
1. Complete (C) if the test condition exists during the test and it is possible to completely assess the performance of the software requirement.

2. Partial (P) if the test condition will exist during the test and it will be possible to partially, but not completely, assess the performance of the software requirement.

3. Not tested (N) if the test condition will not exist during the test or it will not be possible to assess the performance of the software requirement.

j. Test Scenario Development.  Test scenarios will be developed for software requirements which are not demonstrated in planned contractor and/or government tests, which require regression testing due to software changes, or which require field-type testing, i.e., testing in a tactical configuration, during live missile firings, using real Radar, etc.  Test scenarios, or inputs to system and software tests, will be developed to ensure adequate test coverage is provided for software requirements documented in both system-level and software specifications.
k. Design Analysis.  MT-OE performs detailed analysis of SRSs and IRSs for each software item of a given computer system to identify the safety critical capabilities which must be implemented in the software.  The requirements are also analyzed for testability, performance, timing, and external/internal interfaces that affect safety.
l. Test Monitoring/Analysis.  MT-OE performs test monitoring and data collection, reduction, and analysis in support of live testing, experimentation, and simulation testing.  The monitoring effort is conducted through on-site observations at WSMR and other designated installations and test sites, and is conducted to assess conformity of tests to approved test plans and to ensure that proper and sufficient data is gathered to support the analysis plans and procedures.  During test monitoring, MT-OE maintains and makes available event logs and records of all test events, all observable test results, all equipment problems, data collection problems, and actual or suspected deviations from planned procedures.  MT-OE provides a quick-look mission analysis based on monitoring observations and a review of real-time test records, and provides an assessment of the data quality to determine whether test objectives were satisfied and whether test data collected is suitable for analysis.  The results of these quick-look analyses are presented at post-mission briefings.  MT-OE also analyzes test data and performs analytical studies as specified in approved test and/or analysis plans.
m. Problem Reporting.  MT-OE will prepare Software Trouble Reports (STRs) and Test Incident Reports (TIRs), as appropriate, for all software anomalies identified during test monitoring or test analysis.

n. SW Metrics.  Data will be collected, as defined in DA PAM 73-7, for the software metrics specified below as they relate to software safety.  The assumption is made that the software developer will provide the bulk of the information required.

1.  Breath of Testing

2. Requirement Stability

3. Design Stability

4. Code Complexity

5. Computer Resource Utilization

6. Fault Profiles

o. 
p. SW Verification. MT-OE participates as a member of the software Integrated Process Teams (IPTs) to monitor the level of test and formal verification for each specific safety-critical requirement.  Once a safety-critical requirement is identified, it is categorized as to the hazard severity and control category.  The results of this analysis are used by software IPTs to identify the Software Hazard Criticality Index (SHCI).  The SHCI is determined by combining the Software Hazard Control Category and the Software Hazard Severity Category, as defined in MIL-STD 882B & C.   

q. Test Reporting.  Test results are assessed to determine software performance.  The performance assessment indicates the degree to which each software requirement has met the specified technical/safety characteristics:

1. Met (M): indicates that the software requirement was successfully demonstrated (i.e., performance was rated as "passed" for all test conditions demonstrated for that software test requirement).

2. Partially Met (PM): indicates that the software requirement was not successfully demonstrated under all test conditions (i.e., performance was rated as "failed" for at least one test condition demonstrated for that software test requirement).

3. Not Met (NM):  indicates that the software requirement failed to be demonstrated under any test condition (i.e., performance was rated as "failed" for all test conditions demonstrated for that software test requirement). 

r. Input to Safety Release/Safety Confirmation.  Software safety issues are addressed to support DTC Safety Releases/Safety Confirmations.

s. SSWG Support.  MT-OE participates as a member of the System Safety Working Group (SSWG).  The SSWG functions as an element of program management to establish a technically qualified advisory group for System Safety.  The SSWG monitors the accomplishment of the following system safety tasks;

1.  Validation of System Safety tasks.

2. Identification of System Safety requirements.

3. Analysis and evaluation of the prime contractor’s Integrated System Safety Program (ISSP), to provide timely and effective recommendations for improving program effectiveness.
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